
User Guide For 4G Router

1

User Guide
For 4G Router

Release version:V1.0.0

March 2024



User Guide For 4G Router

2

Directory

Overview .......................................................................................................................................... 4

Revision History ............................................................................................................................... 4

1. Quick Start ....................................................................................................................................5

1.1. Start the device .................................................................................................................. 5

1.2. Log in to the web interface ................................................................................................. 5

1. Working mode .............................................................................................................................. 7

1.3. Router mode ...................................................................................................................... 7

1.4. 4G mode (default) .............................................................................................................. 9

1.5. Eth-First Router mode ........................................................................................................9

1.6. 4G-First Router .............................................................................................................. 10

2. Dashboard ..................................................................................................................................11

2.1. System Version,Local Time,Uptime ................................................................................. 11

2.2. Information about the current network ..............................................................................12

2.3. Load and traffic information ..............................................................................................12

3. Network settings .........................................................................................................................13

3.1. WAN/LAN Settings ...........................................................................................................13

3.2. Wireless ........................................................................................................................... 15

3.3. 4G Network ...................................................................................................................... 17

4G/5G Internet Connection ............................................................................................................ 18

3.4. Host ..................................................................................................................................19

3.5. DHCP ............................................................................................................................... 21

3.6. Cloud management ..........................................................................................................23

4. System....................................................................................................................................... 26

4.1. System ............................................................................................................................. 26



User Guide For 4G Router

3

4.2. Administration .................................................................................................................. 29

4.3. Backup/Flash firmware .....................................................................................................29

4.4. Reboot ..............................................................................................................................31

5. Open VPN.................................................................................................................................. 32

6. Dynamic DNS.............................................................................................................................36

7. Hostnames ................................................................................................................................. 37

8. Static Routes .............................................................................................................................. 39

9. Firewall .......................................................................................................................................42

9.1. General Settings .............................................................................................................. 42

9.2. Port Forwards ...................................................................................................................43

9.3. Traffic Rules ..................................................................................................................... 46

10. Diagnostics ...............................................................................................................................49

11. Logout ...................................................................................................................................... 50



User Guide For 4G Router

4

Overview

As one of the product lines of Wi-Tek, 4G routers have the advantages of powerful function
ality, flexible deployment, and high cost-effectiveness. They have built-in 4G modules and P
oE outputs, which can solve the power supply and networking problems of outdoor monitori
ng systems. Wi-Tek 4G router can support 4G mode, wireless router mode, 4G mode, and
Ethernet backup mode. You can switch between different modes to cope with various enviro
nmental challenges: 4G to Ethernet, 4G to WiFi, which can effectively solve problems such
as high cost, long duration, and maintenance of outdoor wired networks. Wi-Tek also offers
free cloud management services.
Applicable product models are as follows:
WI-LTE113-O, WI-LTE117-O, WI-LTE115-O(v2), WI-LTE110-O(v2), WI-LTE300(v2)

Revision History
Date Doc Version Description
March 2024 V1.0 Initial version
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1. Quick Start

1.1. Start the device
Take WI-LTE110-O (V2) as an example, you can use 12v DC power supply or 24v PoE po
wer supply, the default IP address: 192.168.1.1, and the computer can set a static IP to l
og in to the web page.

1.2. Log in to the web interface
Step 1 Connect your computer to the LAN port of your 4G router with a network cable.
Step 2 Make sure that the IP address of the management computer is in the same networ
k segment of the 4G router. For example, if the IP address of the 4G router is 192.168.1.1,
the management computer can be configured with an IP address of 192.168.1.5.

Step 3 Launch a web browser on your computer and enter the IP address of the 4G rout
er(default:192.168.1.1) in the address bar.
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Step 4 Enter the login username and password (default: admin) and click the Login butto
n.
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1. Working mode

1.3. Router mode
Wired is used as WAN (external network) port, wireless is used as LAN (local area network)
port, and WAN (external network) port supports PPPOE, fixed IP and automatic acquisition.
The following is a schematic diagram of the connection.

Setup steps
Step 1 Open the Scan Tools on computer.

Note: Download Link http://www.wireless-tek.com/files_down.php?id=90

Step 2 Click the "Scan" button to query the IP address obtained by the router, and the tool
will use the default browser to open the corresponding IP access device. As follows:

http://www.wireless-tek.com/files_down.php?id=90
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Step 3 After normal access opens, enter the default password admin for Administrator Lo
gin,as shown below.

Step 4 Click "Setup Wizard" to enter the next step and select the router mode.

Step 5 Choose how you want to access the Internet.
Step 6 After the SSID and password are saved, the router mode takes effect.
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1.4. 4G mode (default)
Use a SIM card to access the Internet in 4G mode.The following is a schematic diagram of the
connection.

Setup steps
Step1 Click "Setup Wizard" to enter the next step and select the 4G mode.
Step2 After the SSID and password are saved, the router mode takes effect.

1.5. Eth-First Router mode
When there is both Internet and SIM card Internet access, the router mode is preferred.The
following is a schematic diagram of the connection.

Setup steps
Step1 Click "Setup Wizard" to enter the next step and select the Eth-First Router mode.
Step2 Choose how you want to access the Internet.
Step3 After the SSID and password are saved, the router mode takes effect.
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1.6. 4G-First Router
When there is both Internet and SIM card Internet access, the 4G mode is preferred.The fo
llowing is a schematic diagram of the connection.

Setup steps
Step1 Click "Setup Wizard" to enter the next step and select the 4G-First Router mode.
Step3 After the SSID and password are saved, the router mode takes effect.
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2. Dashboard

The Dashboard page allows you to check current system info of 4G router.

2.1. System Version,Local Time,Uptime
The version information, startup time, and running time of the device software are displayed
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2.2. Information about the current network
It will display the current Internet access method, and display the IP address, subnet mask,
gateway address, and DNS server information of the device.

2.3. Load and traffic information
On the web page displays real-time payload information, uplink and downlink traffic informati
on.
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3. Network settings

3.1. WAN/LAN Settings
Click “Network”> “WAN/LAN”,in the “Status” section, you can view the network information a
nd local network information that you are currently connected to.

In "Local Network", you can set the IP address and mask of the local network, as well as t
he DNS server, and your connection terminal will get the IP address of the same network s
egment.
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You can also set the network connection mode in "Internet Connection", which can set Auto
matic, Manual, and PPPoE dial-up.
Note:this feature is not supported in 4G mode.

Parameter Describe

Automatic
Connecting the 4G router to the higher-level router (DHCP server) will

automatically obtain information such as IP address, mask, gateway, etc.

Manual
Enter the correct information such as static IP, mask, gateway, DNS, etc. obtained

from the upstream network.

PPPoE
When the operator provides a broadband account and password that can access

the Internet, you can choose this networking method.
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3.2. Wireless
Click “Network”> “Wireless” go to the wireless settings page and view the Wi-Fi information
in the "Wireless Overview".

You can set Wi-Fi on and off, and when Wi-Fi is turned off, the connected terminal will no
receive the Wi-Fi SSID. You can also set the SSID, encryption method, and password.
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Parameter Describe

Enable
Check this option to disable the wireless. If checked, the wireless radio will

disable.

SSID Specify a name for the wireless network.

Encryption

Select the Encryption mode of the wireless network. There are five

options:

WPA-TKIP, WPA2-AES, WPA1/WPA2-Mixed, WPA-Enterprise and

WPA2-Enterprise.

The latest WPA2-AES mode is recommended.

None: Clients can access the wireless network without authentication.

Key Specify password for SSID.

Click “Advanced Settings” modify RF parameters.

Parameter Describe

AP Isolation
With this function enabled, the device isolates all the connected clients within the

same wireless network from each other.

Hide SSID
Check this option to hide the SSID from clients. If checked, the SSID will not

appear in the site survey.



User Guide For 4G Router

17

Channel

Select the channel used . For example, 1/2412MHz means that

the channel is 1 and the frequency is 2412MHz.

By default, the channel is automatically selected, and we recommend that you

keep the default setting.

Tx Power

Specify the transmit power value.

If this value is set to be larger than the maximum transmitted power that is allowed,

the regulated maximum transmit power will be applied.

Note: In most cases, it is unnecessary to use the maximum transmit

power.Specifying a larger transmit power than needed may cause interference to

the neighborhood.

HTMODE

For 4G router of different specifications, there is different bandwidth.Its available

options include 20MHz, 20MHz/40MHz.

Note: The greater the bandwidth, the greater the throughput, and the shorter the

transmission distance, the more susceptible to interference.

3.3. 4G Network
Click “Network”>“4G Network”.The status information of the 4G/5G network can be observed,
including carrier information, SIM card connection status, IMEI, network type, signal strength,
frequency band, channel, traffic and other information.
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4G/5G Internet Connection

Parameter Describe

Protocol Displays the protocol of the SIM card 4G or 5G.

Priority Shows the working mode of the 4G router.

Status Displays the signal status of the SIM card.

Using PPP
When you enable PPP dial-up Internet access, you need to contact the network

operator to provide relevant data.

APN

Normally, after inserting the SIM card, the 4G wireless data terminal will

automatically recognize and configure the APN parameters to access the internet.

If the 4G wireless data terminal does not automatically recognize the APN

parameters, you can manually add the APN configuration file for dial-up Internet

access. Please contact your carrier for the relevant parameters

PIN
PIN (Personal Identification Number) is used to protect the SIM card from e

mbezzlement. PIN Management allows you to easily change the PIN setting

s of your SIM card as needed.

Authentication Type The authentication methods include PAP/CHAP, PAP, CHAP, and NONE.
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Override MTU

The maximum packet size that the network is capable of transmitting, in bytes.

The size of the MTU determines the maximum number of bytes that the sender

can send at one time. If the MTU exceeds the maximum value that the receiver

can bear, packets will be fragmented or even dropped, increasing the burden on

network transmission. If it is too small and affects the transmission efficiency, it is

recommended to use the default value of 1500.

3.4. Host
You can limit the Internet access time of the connected terminal in the client settings.

Setup steps
Setup1 Edit time rules, and by default, there are two time rules: "weekday" and "weekend"
Click "Edit" to set the time rules you want.
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Setup2 Edit the Internet access rules of the connected terminal.

Parameter Describe

MAC-Address Select the connected terminal device based on the MAC address.

Deny client

When "Deny client" is enabled, the end device will not be able to access the

Internet during the time rule you selected. When the time is not within the time limit

of the rule, the terminal device can access the Internet.

Time rule Select a time rule.
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Upload limit(KB/s)
The maximum uplink rate is limited in KB/s, and the number "0" indicates that the

limit is not required.

Download
limit(KB/s)

The maximum downlink rate is limited in KB/s, and the number "0" is set to

indicate that the limit is not limited.

3.5. DHCP
On the“DHCP Server”DHCP Server page, you can set the parameters of the DHCP server.

Parameter Describe

Enable Enable or disable the DHCP server.It is enable by default.

First leased
address

Specify an IP address for the DHCP Server to start with when assigning IP

addresses.
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Max. DHCP leases Specify the range of IP addresses assigned by DHCP server.

Lease time
Specify the lease time of the IP address assigned to the user.When time is up, the

router will automatically assign the same IP address to the user.The default value

is 12 hour.

On the “Static Leases ” page, you can select the device that needs to be bound to a static
IP address according to the MAC address, and after binding a static IP address, the corres
ponding host will obtain the bound IP address every time you connect.
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Click "Devices" to view the IP information of the connected terminal and the connection dia
gram.

3.6. Cloud management
The 4G router can be bound to the Wi-Tek cloud platform for management, and functions s
uch as configuration delivery and intranet penetration can be realized on the cloud platform,
which is convenient for centralized management.

Setup steps
Step1 Open the Wi-Tek cloud platform link cloud2.wireless-tek.com

https://cloud2.wireless-tek.com/
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Step2 Sign up for a Wi-Tek cloud account.

Step3 Copy the SN code of the 4G router on the web page.
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Step4 Paste the SN code on the cloud platform to bind the device(For detailed steps, plea
se refer to the Wi-Tek cloud platform user manual).

Step5 After the binding is successful, you can view the bound cloud platform account on th
e web page (After the binding is successful, the web page login account of the 4G router
will be changed to the management account set on the cloud platform).
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4. System

4.1. System
Click “Advanced”> “System”>“General Settings”. Here you can configure the basic aspects of
your device like its hostname or the timezone.

Parameter Describe

Local Time
Displays the time of the device, you can choose the time to synchronize the

browser or the time to synchronize the NTP server.

Host name You can set the name of the device, which is WI-TEK by default.

Description An optional, short description for this device.
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Notes Optional, free-form notes about this device.

Timezone You can select the time zone in which the device is located.

Country Different countries can be selected.

Click “Advanced”> “System”>“Time Synchronization”.You can set the device as an NTP client
to synchronize the time on the NTP server.
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Click “Advanced”> “System”>“Timed Reboot”.Enable the scheduled restart function and set th
e time to restart every day, and the device will restart at this time every day.

Note :It will not restart again if it started for less than one hour.

Click “Advanced”> “System”>“Language and Style”. Set the language of the web page, there
are three options: automatic, English, and Chinese.
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4.2. Administration
Click “Advanced”> “System”>“Administration”,here you can change your login password.

4.3. Backup/Flash firmware
Click "Generate archive" to download a tar archive of the current configuration files.

To restore configuration files, you can upload a previously generated backup archive here. T
o reset the firmware to its initial state, click "Perform reset" (only possible with squashfs im
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ages).
Note: When you upload a configuration document, custom files (certificates, scripts) may re
main on the system. To prevent this, perform a factory reset first.

On the "Flash new firmware image" page, you can view the device model, SN code, and
firmware version. The firmware of the device can also be upgraded.

Steps to perform a firmware upgrade.
Step1 Download the latest firmware from Wi-Tek official.
Step2 Click "FLASH IMAGE" >“BROWSE” Select the firmware you downloaded from the offi
cial website.



User Guide For 4G Router

31

Step 3 Click “UPLOAD” Wait for about a minute before the firmware upgrade is successful.

4.4. Reboot
Click “Reboot” there will be a restart button, click on it and the device will restart.
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5. Open VPN

VPN (Virtual Private Network) is a private network established across the public network, ge
nerally via the internet. However, the private network is a logical network without any physic
al network lines, so it is called Virtual Private Network.

Examples of use cases:
Use Open VPN to build a VPN server to connect two remote networks, A and B, so that s
egment 172.16.10.0/24 in LAN A and segment 172.16.20.0/24 in LAN B can communicate
with each other, just like in a LAN.

Description of the environment：

Use the AC500 gateway as the Open VPN server:
192.168.0.124/24 (Simulated Internet)
172.16.10.206/24 (Intranet)
10.8.0.1 10.8.0.2 (VPN Virtual NIC Address)

Using a 4G router as an Open VPN client:
192.16.0.200/24(Simulated Internet)
172.16.20.201/24 (Intranet)
10.8.0.6 10.8.0.5 (VPN Virtual NIC Address)
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A LAN host 172.16.10.207/24
B LAN host 172.16.20.201/24

Setup steps
Step1
Generate CA certificates, static keys, server certificates, and secret keys according to the g
ateway's user manual, and the certificates will be automatically configured into the correspo
nding files after generation, and no manual copy is required.

Step2
Configuring the Open VPN Server (please refer to the gateway configuration manual for det
ailed steps).The push route is based on the actual internal CIDR block of the server, IP: 17
2.16.10.0, mask: 255.255.255.0. Fill it out. If there are more than one, add them one after t
he other.Enter the intranet CIDR block in LAN B in the client , and the client name is enter
ed according to the name entered when creating the client certificate, IP: 172.16.20.0 mask:
255.255.255.0. If there are more than one, add them one after the other.
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Step3
Go to the web page of the 4G router and configure the Open VPN client. Select Open VP
N configuration file upload, enter the client name, then upload the configuration file downloa
ded above, and click the upload button.
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Step4
After the configuration is successful, the gateway can communicate with the 4G router.
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6. Dynamic DNS

Most ISP (internet service providers) assign a dynamic IP address to the router and you can use
this IP address to access your router remotely. However, the IP address can change any time and
you don’t know when it changes. In this case, you might need the DDNS (Dynamic Domain Name
Server) feature on the router to allow you to access your router and local servers using domain
name, in no need of checking and remembering the IP address.

Setup steps
Step1 Register a domain name with a DDNS service provider and obtain a DDNS account.
Step2 Click “Advanced”> “Services”>“Dynamic DNS”>“ADD”, enter the registered domain nae and
the account password provided by the service provider, and complete the corresponding
configuration as prompted.
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7. Host names

You can associate the IP address of the connected terminal with a custom domain name,wi
thin the local area network, the connection terminal can be accessed by domain name.

Setup steps
Step1 Click “Advanced”> “Network”>“Host names”>“ADD”

Step2 Click “IP address”,Select the IP address of the connected terminal and customize a
domain name.
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Step3 Click "SAVE" to see the domain mappings you set up in the list.
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8. Static Routes

A static route is a pre-determined path that network information must travel to reach a specific host
or network. Data from one point to another will always follow the same path regardless of other
considerations. Normal internet usage does not require this setting to be configured. It can also be
set up according to your network needs, and the steps are as follows.
Step1 Go to the web page of your device. Click “Advanced”> “Network”>“Static Routes”>“A
DD”

Step2 Make general settings.
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Parameter Describe

Interface Determined by the port that sends out the data packets.

Target
The destination IP address that you want to assign to a static route. This IP

address cannot be on the same subnet with the WAN IP or LAN IP of the router.

Netmask

Determines the destination network with the destination IP address. If
the destination is a single IP address, enter 255.255.255.255; otherwis
e, enter the mask of the corresponding network IP.

Gateway
The IP address of the gateway device to which the data packets will be sent. This

IP address must be on the same subnet with the routers IP which sends out the

data.

Step3 Advanced settings are available upon request.

Parameter Describe

Metric

The number of hops is an accumulator of how many hops have passed, in order to

prevent unwanted packets from being scattered over the network. Specify an

integer value for the desired number of hops for the route (in the range of 1 ~

9999),

MTU
The maximum packet size that the network is capable of transmitting, in bytes.

The size of the MTU determines the maximum number of bytes that the sender

can send at one time. If the MTU exceeds the maximum value that the receiver
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can bear, packets will be fragmented or even dropped, increasing the burden on

network transmission. If it is too small and affects the transmission efficiency, it is

recommended to use the default value of 1500.

Route type Select a route type based on your requirements.

Route table Specify the routing table based on your requirements.

Source Address Select Automatically obtain or then WAN port address.
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9. Firewall

9.1. General Settings
For the general settings of the firewall, you can set the firewall partition setting feature, whi
ch works by creating zones on your network interface by the firewall to control network traff
ic.

Setup steps
Click “Advanced”> “Network”>“Firewall”>“General Settings”.Enable the firewall features you need.

Parameter Describe

Enable SYN-flood
protection

SYN Flood (Semi-Open Attack) is a denial-of-service (DDoS) attack whose goal is

to make a server unavailable for legitimate traffic by consuming all available server

resources. Pass by repeatedly sending Initial Connection Request (SYN) packets,

the attacker is able to overwhelm all available ports on the target server's

machine, causing the target device to not respond to legitimate traffic at

all.Enabling SYN-flood protection will effectively protect your network devices.

Drop invalid
packets

Enabling this feature will result in the firewall dropping invalid packets.

Invalid packets include:

All station packets from an unauthorized source address with a firewall address.

The source address is the address of the internal network for all station packets.



User Guide For 4G Router

43

All station packets from an unauthorized source address containing SNMP.

All in-station and outbound packets that contain the source route.

Software flow
offloading

Software based offloading for routing/NAT.

Hardware flow
offloading

Enable hardware NAT/Flow support, May cause ratelimit,flow statistic to be

invalid.

9.2. Port Forwards
In the LAN, users in the LAN can access the terminals connected to the 4G router by conf
iguring port forwarding.

Examples of use cases:
The PC and the 4G router are within the same LAN, and port forwarding is configured with
in the 4G router to enable the PC to access the IPC web pages.Assume that the IP addre
ss of the IPC is 192.168.10.1 and the IP address of the WAN port of the 4G router is 192.
168.20.1

Setup steps
Step1 Click “Advanced”> “Network”>“Firewall”>“Port Forwarding”> “ADD”, establish port forwa
rding.
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Step2 Click “General Settings” enter the corresponding parameters.
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Parameter Describe

Name Set a name.

Protocol Select the filtered protocol, TCP, UDP, ICMP, or all of them.

Source zone
Select the source area, and in this example,the WAN port is used as the source

area.

External port
Match incoming traffic directed at the given destination port or port range on this

host,in this example, take 800.

Destination zone
Select the destination area, and in this example, the LAN port is used as the

destination area.

Internal IP address
Redirect matched incoming traffic to the specified internal host,in this example, the

IP address of the IPC is 192.168.10.1.

Internal port
Redirect matched incoming traffic to the given port on the internal host,in this

example, take 80.

Step3 After the configuration is complete, click Save to exit the configuration page, and you
will see the configured port forwarding rules in the list, and you can enable or stop the po
rt forwarding rules in the list.
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Step4 On a PC, open a browser and type: 192.168.12.107:800 to access the IPC web inte
rface.

9.3. Traffic Rules
You can customize filter rules to flexibly control the access permissions of connected device
s to the Internet.

Examples of use cases:
There are two computers connected to the 4G router, the IP address of pc1: 192.168.10.1,
the IP address of pc2: 192.168.20.1 now you need to create a filter rule to make pc1 can
access the Internet, and pc2 can't.

Setup steps
Step1 Click “Advanced”> “Network”>“Firewall”>“Traffic Rules”> “ADD”, establish filter rules.
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Step2 Click “General Settings” enter the corresponding parameters.

Parameter Describe

Name Give the filter a name.

Protocol Select the filtered protocol, TCP, UDP, ICMP, or all of them.
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Source zone
Select the source area, and in this example, select the LAN port to which the PC is

connected as the source area.

Source address
Enter the IP address in the source region, in this case the IP address of PC2:

192.168.20.1.

Destination zone
Select the destination area, and in this example, the WAN port is used as the

destination area.

Destination address
You can enter the IP address as needed to make the filtering rules more precise,

and select Leave blank in this example.

Action
Select the actions of the filter rule, the common actions are "Reject" and "Accept".

In this example, you need to select "Deny" to prevent PC 2 data from accessing

the Internet from the WAN port.

Step3 After the configuration is complete, click "Save", and after exiting the configuration pa
ge, you will see the configured filter rules in the filter rule list, where you can enable or sto
p the filter rule.

Note: When there are multiple filter rules, they are executed from top to bottom in the orde
r of the list.
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10. Diagnostics

In the built-in network diagnosis tool, you can check the connection of the device to a certa
in IP address or a certain domain name, and better assist you in troubleshooting network f
aults.

Parameter Describe

PING

Specify the IP or domain name of the reachable network.This diagnostic tool

troubleshoots connectivity, reachability, and name resolution to a given host or

gateway.

TRACERT
Specify the IP or domain name of the reachable network. This diagnostic tool

tests the performance of a connection.

NSLOOKUP
It is used to query DNS records to check whether the domain name resolution

is normal, and to diagnose network problems in case of network failures.
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11. Logout

Click “Advanced”> “Network”>“Logout” the device's web page will be exited.
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